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ABSTRACT

Internet of Things (IoT), an inter-connecting technology comprising devices, objects, information, people
and data, as a global internetwork for building intelligent systems. Such systems play a vital role in
automating data sensing, machine and manufacturing process monitoring, product quality checking and
lactation based smart shipping in real world industrial environment with integrity and interoperability.
Industrial Internet of Things (IIoT) provides the integrated development environment for industries to
build intelligent interconnected systems that uses the various [oT devices and bring the cyber and physical
world together with higher level of availability and scalability. In this paper, we reviewed the transition of
various [oT based systems to I[IOT with the insights of concepts, devices and technologies of IoT and [ToT
integrated applications which outlines the various trends and applications of Industry 4.0.
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In recent years a huge amount of work has been carried out in IoT for real-life application. It is defined as
a technology that interconnects physical devices along with its inter-relation of data via internet without
intervene of human or human to human interaction!?l. The idea was often known to be as “embedded
internet”P. But the actual term “internet of things” was introduced by Kevin Ashton in 1999. In 2011,
Gartner, the market research company included a new emerging phenomenon on their list: “The Internet
of Things”™. The ToT supports to build systems for commercial sector, and IIoT for the industrial sector.
IIoT technology made it possible to integrate all this data - sensor output, user input, service provider
availability and knowledge to provide accurate and effective real-time responses.

Due to the usage of smart devices, mobiles phones, laptops have expanded so too the internet of things.

Received: 10 Jan., 2020 Revised: 17 Apr., 2020 Accepted: 27 May, 2020



. Jacob and Meshach

IIoT devices are installed in industry / machinery environment to sense huge amount of data from a
productive system which can be analyzed to understand, monitor and control the underlying events in
an effective way. In I1oT, devices can be installed for a dedicated purpose (fixed) or re-configurable
where the device setting can be changed w.r.t its sensing parameters and it is re-used for a similar but
different purpose. In support of computing technologies, IloT eases the mutual exchange of data or
information between the users and the industrial equipment for service support and effective solutions
to user problems?. Different kinds of smart applications are supported by IIoT such as smart city, smart
houses, smart farming and smart factory and manufacturing!®- ],

[IoT applications require relatively small throughput per node without the concern on the capacity. Instead,
the need of connecting internet with a very large number of devices at low cost, with limited hardware
capabilities and efficient energy resources, security, reliability, and cost more desired features®..

IoT - IIoT

IoT connects the physical things or devices through wired and wireless network whereas, IIoT deals with
the complex physical machinery which are connected with industrial sensors and its relevant software.
Industrial internet of things connects machines with human-interfacing unit for error-free system!!%.
IoT focuses on the design, connect and communication standards into the Internet ecosystem through a
friendly and flexible end- user application. In contrast, the [1oT focuses on integration and interconnection
of remote plants and production machineries, thus offering a more efficient predictive production and
services. For this reason, I1IoT can be considered more an evolution rather than a revolution, in comparison
with IoT. Table I gives a comparison of [oT and I1oT in the perspective of the technologies sector, model,
data volume, communication and connectivity model.

Table 1: Comparison on Internet of Things (IoT) and Industrial IoT (IIOT)

10T 11oT

IoT for Commercial Sector IToT for Industrial Sector

Human centred model Machine centred Model

Volume of data is Medium Volume of data is very High

Machine to Human communication. Machine to Machine(M2M) communication.

Supports Infrastructure Less Mobile Ad-hoc Structured Infrastructure based centralised connectivity
connectivity is required.

Human and Things integrated Technology Machine-to-Machine Integrated Digital Manufacturing

and Operational Technology

ITIoT ARCHITECTURE

The structure of a [1oT architecture highlights scalability, modularity, and interoperability with various
devices and platforms using different technologies. Recently, the “Reference Architecture” document!!!!
released by the Industrial Internet Consortium, which highlights on different viewpoints on business, usage,
functional and implementation views and provides models. Technologies and the system components were
focused in implementation viewpoint, and it describes the components structure and the interconnecting
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topology and the protocol stack of the architecture. IloT mainly focuses on the transfer and control of
mission critical information and responses, and relies on machine-to-machine communications.

t[NFORMATI ON Application: Service & Storage
IIoT GATEWAYS Network: Internet / Intranet

F 3
SMART Physical Things: Sensors & Actuators
MACHINES

Fig. 1: Three Layer Architecture

The above figure shows the abstract level of [loT Architecture design with three layers - Physical, Network
and Application layer. There are two types of layer models in [1oT solutions (i) Analytical Model and (ii)
Data Model. The data models provide a structure to the data while the analytical models are structured
to meet industry specific needs The analytical models are trained using a historical data set or using
advanced machine learning.

(A) Physical Things : Sensors & Actuators — Smart Machines

In the physical layer, some industry-specific devices like Sensors, Interpreters, Translators interfaces with
ICS placed in the real-world environment. These devices enable the machines in industry environment as
Smart Machines!'?. Several heterogenous physical things are deployed in the real-world environment like
Sensors for monitoring environment, reading temperature, gauging pressure, proximity, location, smoke,
humidity, chemical reaction, gas, and so on. Transient Data Stores, which stores the data temporarily to
ensure durability during the system or network failure. Local Processors (data transformation, complex
event processing, etc..) are also used to provide data to the application user end from the Physical things.

(B) Network : Internet / Intranet — IlloTGateways

Network Channels act as a medium to connect and for data transfer between Physical Layer to the
application end. The channel can be an Intranet if the smart environment has to be monitored within an
industry closed monitoring system, known to be private IloT channel. The smart environment can be
built by connecting and monitoring the smart physical things at different locations of various industries
on a production pipeline, there the channel supported through internet, known to be Public I1oT channel.
The channels deploy different Network Protocls and API’s for connectivity between machine to machine
and machine to the application end. These channels interface with heterogeneous sensors and receive
unstructured data, a sophisticated gateway is required, called to be lloT Gateway. This gateway can be
part of the middleware architecture — a cloud computing environment. Since the data would be huge,
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unstructured and with high velocity of retrieval, the IIoT can filter the captured data and send the structured
data over the Internet to the service end.

(C) Application : Service & storage —Information

A collection of large amounts of context information from the Real-world IIoT environment to support
different application domains are stored, processed and analysed in cloud computing environments.
Some of the popular ToT based cloud environments like Thingworx!"3, Xively!#, CISCO IoT cloud,
AWS IoT Platform, etc.. supports for IIoT application development. Cantaloupesys!!*! supports remote
stock tracking service in vending machines, HiKoB!"® collects real-time measurements for the analysis
parameters such as temperature gradients within the road, current outdoor temperatures, moisture, dew
and frost points from sensors deployed in roads and provides traffic management, real-time information
on traffic conditions, and services for freight and logistics. It is also evident that IoT based cloud
platforms are allowed to build their own ecosystems with third party extension support for development
and distribution through app store. The most user-end service support is extended through the Mobile
Applications which allows users to interact and take or perform actuation tasks from any location at any
point of the product development cycle in the industry environment, Mobile-based applications are also
support the location-awareness service, i.e., service support based on the geo-graphic location specifically
on Smart Enterprises — Transportation and Logistics, Energy and power production, Safety & Smart
Infrastructure support. Wearable devices with gesture-based interactions also plays a significance role
in [IoT applications also.

INDUSTRY 4.0 — IToT INTEGRATED APPLICATIONS

The integration of IoT technology with industrial automation results in fourth industry
revolution - Industry

4.0 for an objective to attain a high level of productivity with effective operational and maintenance track.
Digital optimization of production, Automation with
industry environment adaption, Intelligent Data
communication for remote action and effective
and ease of Human-Machine interaction (HMI) are
the major features of industry 4.02". Industry 4.0
makes a disruptive change in the traditional supply
chain process and business models by integrating
the IoT enabled services in the industry environment
to build a smart industry ecosystem, for achieving
the objective of the Industry 4.0.

Smart Smart
Building

Smart
Product

Smart
Services

Fig. 2, shows the integrated IloT applications for
Industry 4.0, builds a smart productive environment,
where different types and forms of massive amount
of data is generated by the integration of sensor

devices and communication technology for smart  gig, 2: Industry 4.0 — IloT integrated Applications

Smart
Transportation
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services and product development in manufacturing sectors. Smart manufacturing are equipping machines
with sensors, actuators, microchips and automatic recognition & detection in support with the computer-
vision based system. Agile software engineering technique is transferred to the manufacturing domain
describing an agile factory prototype!'®l. The developed smart product requires a smart logistics support
for transportation by tracking the location and predicting the delivery-time with automated routing
applications by sensing the roadway parameters like temperature, mist, humidity etc.. Smart Building!'”
combines the Internet, Telecommunication networks, Short distance networks (like Bluetooth, NFC etc..),
Broadband networks and Sensor networks to build a smart living environment that ensures the quality of
day-to-day life, connected with technology, safety & security of living place with recognition, detection
and prediction systems and effective energy consumption with atmosphere sensed adaptive electric or
electronic devices.

CONCLUSION

This paper presented an overview of the integration of Internet of Things (IoT) and Industrial Internet of
Things (IIoT) for the fourth industry revolution — Industry 4.0. This review provides a comparison study
on IoT and IIoT and a three-layer IloT architecture which describes the detailed functional operations
and challenges. We have also discussed on the Smart Factory, Smart transportation and Smart Building
systems which plays a vital role in the industry 4.0 applications. Further research work needs to be carried
out related to IIoT cyber security issues and potential future directions of security threats and attacks that
can be addressed in integration with computer-vision and AR/VR based industrial systems.
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