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ABSTRACT

The strengthening of the destabilizing influence of modern challenges and dangers leads to the emergence
of significant risks and threats to Ukraine’s national security. It creates the need to protect the country’s
territorial integrity and sovereignty, for as much as the full-scale invasion of the Russian Federation into
the territory of independent Ukraine caused an unprecedented crisis and critical conditions for the state’s
functioning. The influence of these challenges and dangers on business structures, which are often subject
to unauthorized interference in their activities by cybercriminals, is especially noticeable under such
circumstances, which makes it necessary to ensure a high level of business cyber security. The purpose of
the academic paper is to study the theoretical and applied principles of ensuring business cyber security
in conditions of the domestic economy’s instability. The methodological base of the research comprises
the following general scientific and special methods of economic analysis and scientific knowledge,
namely: scientific abstraction, system analysis, synthesis, statistical analysis, comparison, analogies,
classification, grouping, cluster analysis (based on the k-means method), graphic, tabular generalization
and systematization. Based on the results of the conducted research, it can be stated that the cyber security
of business in conditions of the domestic economy’s instability is characterized by an excessive influence
of cyber risks and cyber threats. It has been established that the effectiveness of ensuring business cyber
security depends on the level of the country’s development: highly developed countries have significantly
higher cyber security indicators (USA: 0,919 - 1,000; Great Britain: 0,783 - 0,995; Germany: 0,679 — 0,974)
than in developing countries (Moldova: 0,418 — 0,758; Belarus: 0,506 -0,592; Ukraine: 0,501 - 0,688). It
has been proven that countries of the transitive type are unable to fully withstand the challenges and
dangers of cyberspace, as a result of which business structures are exposed to malicious unauthorized
encroachments by cybercriminals. The basic preventive and strategic measures to strengthen business
cyber security are proposed, and the need for the codification of cyber law in Ukraine is substantiated.

HIGHLIGHTS

@ Ithas been established that the effectiveness of ensuring business cyber security depends on the level
of the country’s development.

@ Ithasbeen proven that countries of the transitive type are unable to fully withstand the challenges and
dangers of cyberspace, as a result of which business structures are exposed to malicious unauthorized
encroachments by cybercriminals.

@ An increase in the number of cyberattacks on business entities conducted using ransomware in the
period 2017-2022 was revealed.
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The spread of globalization processes characterizes
the current state of developing world economic
relations. As a result, the merging of national
borders is observed, and the transformations of
social-economic and social-political processes
into a single global world economic system,
in which operations are carried out using the
virtual environment on a global scale. The rapid
development of cyberspace and its improvement is
also due to countries’ participation in the processes
of globalization and geopoliticization, resulting
in interstate conflicts. Their development causes
economic instability and the emergence of cyber
risks and cyber threats, which, in turn, contribute
to the intensification of cyber-crime. Moreover,
the intensification of the struggle for spheres of
influence in cyberspace between the world power
centers in order to fulfill their geopolitical interests
has a particularly significant negative impact of the
destabilizing factors of cyberspace’s functioning
on implementing operations within its borders by
business structures whose activities are extremely
vulnerable in conditions of financial, economic
and social-political instability. It is obvious that
the specified tendencies require the formation of
an effective system for ensuring the cyber security
of all economic agents and the creation of effective
measures to minimize the impact of cyber risks
and cyber threats,. Consequently, this extremely
actualizes the research topic and requires an in-
depth study of the outlined issues.

Literature Review

The issue of investigating business cyber security
in conditions of the domestic economy’s instability
has been the subject of study by leading domestic
and foreign scientists for a long period of time. After
all, the intensification of cybercrime’s development
has reached a threatening scale and poses a serious
obstacle to the security of the functioning of the
state, society and business structures. Kuzmenko et
al. (2022) claim that business structures in Ukraine
are constantly subjected to cyberattacks. Their
intensification increased significantly during the
period of the full-scale invasion of the Russian
Federation on the territory of Ukraine and the
deployment of active hostilities in significant
territories. Scientists have established that
cyberattacks on enterprises belonging to critical
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infrastructure facilities are especially dangerous.
Therefore, ensuring business cyber security should
take into account measures and coordinated actions
implemented at different levels of social relations:
national, regional and international (Holovatyi,
2015). Cochran, 2022 believes that economic
uncertainty and the presence of crisis situations
stimulate the development and intensification of
cyber risks and cyber threats, as a result of which
the level of cyber security of business is significantly
reduced.

In this context, Jabbari (2018) notes that in accordance
with the provisions of international laws and
regulations, the functioning of cyberspace and the
implementation of operations within its limits are
clearly regulated by the principles of sovereignty
and jurisdiction. They constitute a ban on the
intervention of some countries in the affairs of
others, as well as the use of force methods impact.
In addition, the scientist insists that states subject
to unauthorized influence have the right to apply
countermeasures, which, in fact, corresponds to the
concept of implementing the principles of cyber
security.

As for Ukraine, there are certain problems of
ensuring business cyber security in this direction.
Even despite the approval of the Cyber Security
Strategy of Ukraine (the decision of the National
Security and Defense Council of Ukraine dated
May 14, 2021 “On the Cyber Security Strategy
of Ukraine”) and the implementation of its main
provisions, it has not been possible to reduce the
level of cyber-crime yet. According to this legal
act, the Russian Federation is recognized as the
greatest source of threats to international and
national cyber security, forasmuch as it carries
out information warfare, psychological influence,
intelligence and subversive activities and other
types of cyber-attacks. The issue of ensuring cyber
security becomes even more urgent under such
circumstances. This requires outlining the basic
priority directions for cyberspace protection of
national interests in cyberspace, the formation of
effective countermeasures against existing and
potential cyber risks and cyber threats, as well as
the creation of favorable conditions for cyberspace’s
safe functioning.

At the same time, it is worth noting that the existing
scientific heritage does not cover a single unified
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approach to interpreting the essence of business
cyber security. Moreover, there is still no single
definition of the content of the category “cyber
security”. In particular, in the Cyber Security
Strategy of Ukraine (the decision of the National
Security and Defense Council of Ukraine dated
May 14, 2021 “On the Cyber Security Strategy of
Ukraine”), the essence of cyber security is defined
as the state of protection of the state’s national
interests in cyberspace from unauthorized external
influence by external subjects. Therefore, Mishra et
al., 2022 note that cyber security should become a
critical and priority issue in the system of ensuring
the effective functioning of enterprises of various
types, taking into account the strategic vectors of its
provision at the national level. The team of authors
headed by Ishchenko et al. (2021) dealt with issues
of chemical safety in the context of environmental
goals of sustainable development.

Zwilling et al. (2020) argue that business structures
have a sufficiently high level of awareness of
cyber threats and understand their importance
and danger. However, they take only minimal
measures to protect against cyber-attacks and to
strengthen their cyber security, one of the good
reasons for which is the high cost of acquiring
cyber security tools. Wirth (2017) estimated the
global costs on cyber security, which annually
reach 100 billion US dollars, and the losses due to
the implementation of cyber-attacks — 1 trillion US
dollars. At the same time, the scientist established a
shift in the vector of committing cyber-crimes from
unauthorized interference in the work of stations
and servers to obtaining confidential data. The
scholar also emphasizes the activation of danger in
cyberspace on the part of ransomware. At the same
time, the researcher singles out certain features
of ensuring cyber security in modern business,
the most significant of which are as follows: (1)
the need to form a data protection strategy of the
business entity; (2) prevention of leakage of data
and confidential information, the loss of which
leads to financial failure and loss of business; (3)
formation of an effective mechanism for combating
cyber-attacks and cyber-threats; (4) activation of
investment and innovation development of business
cyber security technologies.

Supplementing previous researchers’ viewpoints,
Vasupula et al. (2021) state that ensuring business

Print ISSN : 0424-2513

63

AESSRA

cyber security involves the formation of an effective
mechanism to protect personal and confidential
data from unauthorized influence by third parties
on them with the aim of obtaining data without
the user’s consent, its disclosure and distribution.
After all, as established by Guembe et al. (2022),
in today’s conditions, cyber-attacks take on a new
form and are diversified with the wide use of
artificial intelligence methods, which allow being
less visible in cyberspace and causing more damage,
and existing cyber security tools are unable to
detect such cyber-attacks in time and effectively
counteract them.

Li & Liu (2021) argue that it is meaningless to study
the issue of cyber security only within the scope of
protecting business from cyber-attacks. They insist
on considering this issue not even at the national,
but at the international level, taking into account
the transnational nature of cyberspace’s functioning
and the scale of operations there. At the same time,
scientists claim that the state of ensuring cyber
security within a specific country depends on its
economic stability and economic development
indicators. After all, the financial and economic
background is extremely significant, especially for
countries characterized by financial, economic and
social and political instability (Holovatyi, 2015).
Moreover, Tam et al. (2021) investigated that the
outlined hypothesis has the right to exist. Problems
of ensuring cyber security should be considered
and regulated at the state level, forasmuch as it has
been found that small business entities are exposed
to unauthorized influence and cyber-attacks not
only from external attackers, but also from medium
and large businesses. Thus, scientists believe that
ensuring the cyber security of small businesses is
a more complex problem and requires the legal
intervention of the state (Kostiukevych, 2020).

It is obvious that the issues of ensuring business
cyber security are multifaceted. A high level of
unpredictability in the conditions of the influence
of modern challenges and dangers characterizes
them. Given these trends, Thomson, 2015, suggests
paying considerable attention not only to studying
cyber-attacks in the context of ensuring cyber
security for business, but also to cyber espionage, as
this problem has become extremely relevant under
the influence of globalization and other modern
challenges. Bullock et al. (2021), consider it, along
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with cyber wars, cyber terrorism, cyber sabotage
and cyber-crime, to be one of the most dangerous
threats to business cyber security.

Liu et al. (2022) consider the emergence of cyber
security threats through the prism of continuous
and multi-format destructive impact on business
processes. They claim that the amount of financing
measures to ensure business cyber security at the
level of the countries of the world has increased
significantly in recent years. At the same time,
the scholars note the difficulty of ensuring a
sufficient level of cyber security due to the constant
updating of tools for cyber-attacks and cyber-
crimes, their constant improvement and the
creation of new malicious programs. According to
the data systematized by Richardson (2022), the
most common threats to business cyber security
in 2022 were as follows: (1) ransomware attacks;
(2) phishing; (3) using encrypted malware; (4)
fileless attacks; (5) using memory-based malware;
(6) crypto fraud; (7) using IoT malware; (8) side-
channel attacks. In addition, 43% of cyber-attacks’
cases on a global scale are related to the Russian-
Ukrainian armed military conflict, which proves the
importance of the war in Ukraine on a global scale
in all spheres of social relations.

It is obvious that the issue of ensuring business
cyber security in current conditions is extremely
relevant. It becomes especially acute in those
countries where problems of a geopolitical nature
are present, and there is the need to strengthen it,
which requires in-depth research in this direction.

The purpose of the academic paper is to study
the theoretical and applied principles of ensuring
business cyber security in conditions of the domestic
economy’s instability.

METHODS

The methodological base of the research comprises
the following general scientific and special methods
of economic analysis and scientific knowledge,
namely: scientific abstraction, system analysis and
synthesis, which were used to clarify the essence
of business cyber security and the features and
problems of its provision. The method of statistical
analysis, comparison and analogies was applied to
carry out an empirical assessment of the current
state and trends of business cyber security, as well
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as to analyze and monitor cyber risks and cyber
threats. The method of classification, grouping and
cluster analysis (based on the k-means method) was
applied in order to identify common and distinctive
features and peculiarities of business cyber security
in countries with different levels of development.
Graphical and tabular methods were used for visual
display of the obtained research results. The method
of generalization and systematization was applied
for the purpose of forming conclusions.

The information base of the research consists of the
scientific works of leading domestic and foreign
scientists investigating the issues of ensuring
business cyber security in the modern conditions
of the domestic economy’s instability, as well as
the reporting data of international organizations for
2017-2021: Global Cyber Security Index according to
the Global Cyber Security Index; Spending on cyber
security worldwide from 2017 to 2021 (COVID-19)
adjusted by the indicator of total expenditures on
cyber security and Annual number of ransomware
attacks worldwide from 2016 to first half 2022
according to the indicator of the total annual number
of cyber-attacks using ransomware, conducted in
global cyberspace and aimed at business entities.

RESULTS

The problems of ensuring the sustainable
development of Ukraine’s economy are caused
by the negative impact of factors of the external
and internal environment, which are related to the
processes of globalization, geopoliticization and
aspirations to integrate into the world economic and
legal space. Increasing instability of the domestic
economy is a consequence of the destructive changes
taking place in various spheres of state activity. It
is obvious that modern challenges, along with the
positive impact on economic processes, also cause
negative trends, one of which is mainstreaming the
activities of the subjects of economic relations in
cyberspace. As a result, processes and operations
of a financial-economic and social-political nature
take place, causing significant damage to society
and economic agents.

Conducted studies of theoretical viewpoints on the
issue of the domestic economy’s instability make it
possible to single out various problems of ensuring
the protection of national interests of the state, one
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of which is the excessive vulnerability of business
structures to challenges and dangers arising in
cyberspace and destabilizing their activities. The
specified tendencies require increased attention to
ensuring cyber security at various levels of relations
and conducting in-depth research in this direction.

The domestic cyber defense system is currently
very weak and needs a complex of efficient
measures to strengthen it, as shown by analytical
evaluations of the primary approaches to studying
the problem of ensuring business cyber security in
the context of economic instability and Ukraine’s
military resistance to the armed aggression of the
Russian Federation. Leading domestic scientists
and economists claim that ensuring business cyber
security depends significantly on the country’s level
of development and its ability to counter cyber
risks, cyber threats and cyber-attacks effectively.
Moreover, the assessments of countries based on
the Global Cyber Security Index during 2017-2021
(Fig. 1) allow us to identify the country’s ability to
identify threats, create a powerful cyber security
system, and intensify the educational component
regarding the cyber awareness of the public and
business structures in the field of cyber security. The
results of the conducted empirical studies indicate
a different level of effectiveness of the business
cyber security system in the countries selected for
analysis. In particular, such countries as the United
States, the United Kingdom, and Germany are more
effective in combating cyber threats and cyber risks
and are able to provide the highest level of cyber
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security, as evidenced by the values of the Global
Cyber Security Index, which in the United States are
in the range of 0,919 - 1,000; in Great Britain, it is
within 0,783 - 0,995; in Germany, it is in the range
of 0,679 - 0,974.

At the same time, the worst situation regarding
the provision of cyber security is revealed in
Moldova (GCSI: 0,418 - 0,758), Belarus (GCSI:
0,506 — 0,592) and Ukraine (GCSI: 0,501 — 0,688),
where the existing domestic systems for ensuring
cyber security are too weak, and the financing of
measures countering cyber risk and cyber threats
is characterized by low volumes. In addition, it is
worth noting the significant values of the Global
Cyber Security Index indicator in Russia, which is at
the level of 0,714 - 0,981 during the analyzed period,
which, admittedly, is a significant achievement of
the country and poses a significant threat to other
countries. It is not surprising that, in recent years,
Russia has been regarded as the main source of
cyber hazards and threats, and the majority of
cyberattacks originate from within its borders.

The outlined tendencies indicate the ambiguity of
solving the problem of ensuring business cyber
security in the countries selected for analysis. In
order to identify common and distinctive features,
we suggest grouping these countries according to
the Global Cyber Security Index and establishing
their inherent features. The necessary calculations
will be conducted using the technology of cluster
analysis, which will be built on the basis of the
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Compiled based on: Global Cyber Security Index 2017-2021.

Fig. 1: Dynamics of the Global Cyber Security Index in some European countries
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k-means method. The obtained results will be
systematized in Table 1.

Table 1: Grouping of some European countries
according to the Global Cyber Security Index in

2017-2021
Euclidean Cluster
Ne  Country distance number
1 The USA 0,121
2 Great Britain 0,064
3 Germany 0,025
4 Poland 0,050
5 Croatia 0,069 1
6 Russia 0,077
7 Estonia 0,068
8 Latvia 0,098
9 Lithuania 0,097
10 Slovakia 0,088 5
11 The Czech Republic 0,088
12. Romania 0,069
13 Hungary 0,111
14 Ukraine 0,064 3
15 Belarus 0,123
16 0,076

Compiled based on: Global Moldova Cyber Security Index 2017-2021.

As evidenced by the results of clustering some
European countries according to the Global Cyber
Security Index, in 2017-2021 there is a trend that
the countries of the selected group are divided
into three clusters, which are characterized by
both common and distinctive features of ensuring
business cyber security. In particular, the first group
includes such highly developed and technologically
innovative countries as the USA, Great Britain,
Germany, Poland, Croatia, Estonia, Latvia and
Lithuania. These countries attach great importance
at the state level to the issue of ensuring business
cyber security, support projects of innovative and
technological development of means and measures
to counter cyber risks and cyber threats, as a
result of which they manage to fight effectively
against cyber-attacks. In addition to the mentioned
European countries, the first cluster includes
Russia; Global Cyber Security Index indicators in
this country are quite high, indicating a significant
level of business protection. Moreover, Russia has
long been engaged in thorough research in the field
of cyber security and is capable, despite positive
results, of creating a variety of malicious software
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with the help of which it exerts a significant
negative illegal and unauthorized influence on
other countries” systems and facilities. The world
community recognizes Russia as the most dangerous
producer and distributor of malicious software in
today’s conditions.

The second group of countries consists of Slovakia
and the Czech Republic. The system of ensuring
business cyber security in these countries is
developed at a sufficiently high organizational and
methodical level and there is significant potential
for strengthening business cyber security. However,
there are certain problems with regard to timely
countermeasures against cyber-attacks.

The third group includes the countries of the
post-Soviet space, which have been undergoing
transformational restructuring for a long enough
time (Romania, Hungary, Ukraine, Belarus and
Moldova). The business cyber security system
of these states does not meet established global
requirements and standards and needs significant
improvement.

At the same time, it should be noted that most
European countries, as well as the USA, are
consolidating efforts to jointly ensure business
cyber security. After all, the challenges of the spread
of cyber-crime and the emergence of new cyber
risks and cyber threats are updated every day.
Therefore, the issue of financing cyber security at
the international level, as well as monitoring the
state of its parameters, is of particular importance.
In particular, we consider it expedient to monitor
the dynamics of the total number of cyberattacks
using ransomware in Fig. 2, which are carried out
in global cyberspace annually and cause significant
damage to business entities.

As evidenced by the results of the conducted
research, indicators of the total annual number
of cyber-attacks using ransomware, conducted in
global cyberspace and aimed at business entities,
have significant growing trends. An annual increase
in their number is observed from 183,6 million in
2017 to 623,3 million in 2021, which proves the need
to pay particular attention to the issues of ensuring
business cyber security.

It is worth noting that some progress in this
direction has already been made, as evidenced by
the indicators of the total annual costs for cyber
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Compiled based on: Annual number of ransomware attacks worldwide from 2016 to first half 2022.

Fig. 2: Dynamics of the total annual number of cyber-attacks using ransomware carried out in global cyberspace and aimed at business
entities in 2017-2022
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Fig. 3: Dynamics of total annual costs for cyber security in 20172022

security, the dynamics of which during 2017-2022
are shown in Fig. 3.

The data reflected in Fig. 3 show that the amount of
spending on cyber security is increasing every year
at the international level. In particular, it amounted
to 34 billion US dollars in 2017, and it reached the
mark of 60,2 billion US dollars in 2021 (rate of
change is 77,06%).

As for Ukraine, it is worth noting that the situation
is extremely difficult to ensure an adequate level
of cyber security there. As evidenced by the data
systematized in Fig. 4, the level of the Global Cyber
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Security Index ranges from 0,501 to 0,753. This is a
sufficiently low value and it indicates the excessive
vulnerability of domestic business to challenges and
dangers in cyberspace. However, it is important
to note the positive, albeit minor, but significant
strengthening of cyber security in Ukraine in
2021. It took place under the influence of the
aggravating the problem of the activation of petty
fraud in cyberspace as a result of the introduction
of quarantine restrictions caused by spreading
the COVID-19 pandemic and the transition of a
significant number of financial transactions to
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Fig. 4: Status and tendencies of changes in the Global Cyber Security Index in Ukraine in 2017-2021
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BASIC CYBER SECURITY THREATS TO BUSINESS IN THE
CONDITIONS OF THE DOMESTIC ECONOMY'S INSTABILITY

Armed military aggression by the Russian Federation, which destabilizes the
functioning of information systems and restricts access to the Internet, causes chaos
and instability in the activities of economic agents. as well as financial and business
centers with the aim of harming state sovereignty and national security

Unauthorized intervention, financing and organization of cyber-attacks by other
states aimed at stealing confidential information and its further use for military,
political and economic purposes against Ukraine

The intensification of cybercrime development, which threatens the effective
functioning of information resources, society and the public, significantly reduces
the level of public trust in modern information technologies and causes significant
financial and material damage to economic agents

High level of technological dependence of Ukraine on IT product manufacturers
located in foreign countries, in particular in Russia and Belarus

High level of vulnerability of business IT infrastructure to cyber risks and cyber
threats

Low level of control over the provision of cyber protection and information security
on the part of business structures and other economic agents

The imperfection ofthe current regulatory and legislative support in the field of cyber
security and the low pace of implementing international and European regulatory and
legal acts into domestic legislation

Author’s development.

Fig. 5: The basic threats to business cyber security in conditions of the domestic economy’s instability

virtual space. It is obvious that the domestic system
of ensuring business cyber security coped with
existing challenges and managed to develop and
implement effective countermeasures.

At the same time, significant problems of ensuring
business cyber security still remain relevant and
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require searching for solutions. Regrettably, in
today’s conditions, the influence of cyber risks and
cyber threats on the activities of business structures
is constantly increasing, the main of which should
be systematized in Fig. 5. At the same time, it
should be noted that the most significant cyber
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risks and cyber threats to business in conditions
of instability of the domestic economy include
Russia’s war against Ukraine, the intensification
of cyber-crime development, a significant level of
technological dependence on external manufacturers
of IT products, and a low level of control over the
provision of cyber protection and information
security on the part of business structures. Moreover,
the existing state of regulatory and legislative
support in Ukraine doesn’t make it possible to
fully regulate the issue of ensuring business cyber
security, and the cyber law system, in our opinion,
needs codification.

Undoubtedly, the spectrum of business cyber
security threats is extremely large. It differs in
instrumental use, specifics of implementation,
degree of complexity, conditions of initialization
and remoteness of implementation, parameters
of the automation process, manifestations and
direction. Currently, business entities are most
often affected by such cyber threats as: (1) DDoS
and DoS attacks aimed at external vulnerabilities of
enterprise systems; (2) phishing emails containing
malicious files and links; (3) focus on the human
factor, which leads to the tendency of employees
to leak information or deliberately ignore the rules
for handling sensitive data.

It is obvious that serious problems of ensuring
business cyber security exist not only in Ukraine
and other countries of the transitive type, but also
in highly developed countries. Therefore, the need
for a joint fight at the international level with the
manifestations of malicious acts in cyberspace
becomes important.

DISCUSSION

Formation of a set of measures to effectively
counteract cyber risks and cyber threats, as well
as ensure the smooth functioning of the business
cyber security system requires the development of
preventive measures, the list of which must include:

¢ formation of a system of indicators and
determination of their parameters for detecting
and implementing monitoring and assessment
of cyber risks and cyber threats (analysis of
network infrastructure; introduction of a system
of access, storage and transfer of information
resources in a protected “cloud”; creation of
backup copies of confidential information);
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¢ creation and implementation of a response plan
to cyber-attacks (planning of the procedure
for the timely recovery of business processes,
data and IT systems in the event of a cyber-
attack, prompt response to cyber-attacks, rapid
elimination of the consequences of cyber-
attacks);

+ ensuring a high level of security of cooperation
(checks of partners and suppliers regarding
cyber security, strict control over access of
partners and suppliers to company resources);

¢ control over specialists’” cyber awareness
performing the functions of ensuring business
cyber security (constant retraining and
advancing their qualifications);

¢ implementation of constant monitoring of the
state and changes in tendencies in the world
regarding cyber security (regular diagnosis
of cyber security threats and vulnerabilities,
improvement of the process of ensuring the
confidentiality and integrity of information
resources).

At the same time, the consolidation of the
international community’s efforts and the effective
exchange of positive experience in ensuring cyber
security on a global scale are becoming extremely
significant. After all, cybercrime has acquired a
transnational character and spreads at an extremely
fast pace. At the same time, it makes no sense to be
limited only to current measures, but it is necessary
to form strategic priorities for ensuring business
cyber security. In particular, the cyber law system
in Ukraine is too weak and needs codification. Only
comprehensive implementation of the proposed
measures on a global scale will allow achieving the
desired results.

CONCLUSION

Thus, the conducted studies of the theoretical
and applied principles of ensuring business cyber
security in conditions of the domestic economy’s
instability provide grounds for the conclusion
that the current state of business cyber security
is characterized by an excessive influence of
cyber risks and cyber threats, which reduces the
effectiveness of business structures and leads to
the loss of confidential information. Based on the
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conducted research, it was possible to establish
that the effectiveness of ensuring business cyber
security is higher in highly developed countries
(USA, GCSI: 0,919-1,000; Great Britain, GCSI:
0,783-0,995; Germany, GCSI: 0,679-0,974). Along
with this, developing countries (Moldova, GCSI:
0,418-0,758; Belarus, GCSI: 0,506-0,592; Ukraine,
GCSI: 0,501-0,688) are unable to fully withstand the
challenges and dangers of cyberspace, as a result
of which business structures are very often the
objects of malicious unauthorized encroachments.
Growing tendencies in the total annual number
of cyber-attacks using ransomware, carried out in
global cyberspace and aimed at business entities,
were identified, the volumes of which in the period
of 2017-2022 increased from 183,6 million in 2017
to 623,3 million in 2021. The need to strengthen
business cyber security and increase financing
measures to ensure it has been proven, which is
quite successfully implemented at the international
level; however, in Ukraine, additional attention
is required. After all, the detected cyber threats
are extremely significant and have a destructive
effect on business activities. The basic measures
to strengthen business cyber security have been
proposed. They are as follows: the formation of
a system of indicators and the determination of
their parameters for detecting and implementing
monitoring and assessment of cyber risks and
cyber threats; creation and implementation of a
cyber-attack response plan; ensuring a high level
of cooperation security; monitoring the cyber
awareness of specialists performing the functions
of ensuring business cyber security and carrying
out constant monitoring of the state and changes
in tendencies in the world regarding cyber security.
At the same time, the need for codification of cyber
law in Ukraine has been established.
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