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ABSTRACT

In the world of today, cases of cyber attacks on banking systems have become more frequent. The aim
of this research is to develop methodical and practical recommendations how to eliminate threats of
oversight of payment systems, stabilize the protection of participants and users of the payment portfolio
of banking institutions against misinformation and fraud. The research proposes a synergistic cyber
security model of the SEP of NBU, taking into account the securitization of the payment portfolio of
banking institutions in the financial market to prevent threats and meet the needs of participants and
users in banking services. The article analyzes the chronology of attacks on the information resources of
the NBU and the banking system during the period of martial law in Ukraine, and presents fraudulent
targeted attacks “using eidetic of banking institutions of Ukraine. The criteria for the level of cyber security
of the SEP of NBU are recommended. The research concludes with a determination of the reference state
bank of Ukraine, which has the best combination of the level of securitization of the payment portfolio
of banking institutions and the protection of active information resources. The practical significance of
this research lies in providing recommendations aimed at improving the stability of cyber security in the
SEP of NBU, thereby ensuring the safety of cash transactions in the digital economy.

HIGHLIGHTS

@ Necessity of stabilization of cyber security in the System of Electronic Payment of the National Bank
of Ukraine (SEP of NBU) in the banking sector is a relevant issue.

Keywords: Banking sector, payment portfolio, state regulator, digital economy, cash transactions.

In the conditions of aggravation of threats to the
economy of Ukraine, the problem of protecting
national interests, in particular the protection of the
electronic payment system of the banking sector, is
becoming especially relevant. The banking sector
relies on external regulatory mechanisms to protect
the national currency, manage financial capital, and
handle cyber attacks and fraud. Without proper
safeguards, this could result in financial losses and
destabilize the country’s financial system.

There is no cyber security of the electronic payment

system in the non-banking sector. However,
subjectively determined threats have two main forms
of manifestation: violence (physical influence) and
disinformation (information influence). Financial
threats often manifest as an attempt by criminals
or fraudsters to destroy payment systems and

appropriate financial resources through actions that
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appear to be legal and/or economically justified.
In the payment systems of the banking sector,
there is a conflict of interests, which is disguised
as the optimization of information media to
accelerate the flow of financial resources through
electronic payments. Therefore, the immediate
protection of payment transactions in the network
of banking institutions is the result of the electronic
resources regulator’s timely response to fraud and
misinformation regarding the legality of financial
flows between users of payment systems.

The problems of managing financial instruments
of payment systems in the flow of settlement
operations were examined by the scientists A.
Abramova (2021), A. Dadoukis et al. (2021), B.
Issina et al. (2022), who methodologically defined an
analytical synthesis between the cyber security of the
information space of banking institutions and the
national security regulators of the state regarding
the protection of clients’ interests. The scientists P.
Huo and L. Wang (2022), I. V. Voronenko and N.
A. Klymenko (2022), M. Peihani (2022), A. Shabbir
et al. (2022) shaped the concept of financial security
of the banking sector and experimentally verified
all its provisions regarding hedging the risks of
the electronic payment system, connected with the
strategic orientations of the development of the
state’s economy.

This research aims to develop the methodical and
practical recommendations for the stabilization of
cyber security of the SEP of NBU, which, in the
conditions of cyber attacks, eliminates the threat of
oversite payment systems, protects the participants
and users of the payment portfolio of banking
institutions against misinformation and fraud.

MATERIALS AND METHODS

A methodological approach for determining the
level of cyber security of the banking service
hierarchy of participants and users of the SEP
of NBU has been proposed. It includes building
an integrated model of confidentiality, integrity,
authenticity, and reliability of banking services,
assessing the probability of threat impacts on
information security, oversite security of payment
systems, and SPPB, and determining indicators of
the protection of banking information resources.
The approach aims to ensure the cyber security of
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the SEP of NBU (Forcadell et al. 2020; Trofymenko
et al. 2019; Voronenko et al. 2022). Data from Table
1is used to determine the weighting coefficients a,
that determine the conditions for the manifestation
of the i-th threat.

Table 1: Selection of weighting coefficients ¢; for the
manifestation of the i-th threat and its occurrence in
the hierarchy of banking services for participants and

users of the SEP of NBU

Weighting Conditions of manifestation of the

coefficients a, threat

0.067 The threat appears no more than once
every 5 years

0.133 The threat appears no more than once
ayear

0.2 The threat appears no more than once
a month

0.267 The threat appears no more than once
a week

0.333 The threat appears every day

At the next stage, based on the results of a
comprehensive assessment of threats to objects
IS, OSPS, SPPB in the model hierarchy of banking
services of participants and users of the SEP of NBU
—indicators of the protection of banking information
resources are determined under the condition of
oversite payment systems and the payment portfolio
of banking institutions on the financial market to
ensure cyber security of the SEP of NBU.

The proposed cyber security methodology by the
NBU’s SEP increases the protection of banking
information resources and addresses hybrid threats
such as disinformation and fraud. It also prevents
ineffective actions in securing payment portfolios
in the financial market. The methodology uses a
mathematical toolkit to evaluate the cost-efficient
integration of payment systems in the banking
sector with open communication channels, while
ensuring integrity, confidentiality, authenticity, and
reliability of banking information resources. The
toolkit also evaluates the functionality of the system
of electronic payments.

RESULTS

The cyber security of NBU’s SEP is essential in
protecting the payment space at macro-, meso-
, and microlevels. At the macro level, it warns
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users of payment transfer services of cyber-
attacks, monitors credit and investment flows, and
integrates Fintex-technologies into the payment
potential of the state, ensuring profitability and
liquidity of banking institutions (Forcadell et
al. 2019; Horna et al. 2022; Trusova and Chkan,
2021). However, payment systems in banking
institutions face significant threats due to the high
volume and size of operations, affecting payment
instruments, delivery systems, communication,
clearing, settlement mechanisms, and the economy
as a whole.

The National Bank of Ukraine is urging regulators to
protect the banking sector’s information resources in
cyberspace, as it directly influences the functioning
of payment systems. The interaction between the
National Bank and banking institutions in adopting
innovative payment systems expands the functional
capabilities of the national space of payment systems
and its participants (Trusova et al. 2021b). However,
outdated payment system innovations contribute
to the development of the interbank periphery,
consolidating its subordinate position in relation
to the center. This poses threats of a depository,
investment, credit, operational, systemic nature,
and a decrease in liquidity in the participants of the
system, which are overseen by the banking sector’s
regulatory body (Trusova et al. 2021a).

To minimize cyber-attacks, the National Bank of
Ukraine (2022) determines target orientations for
participants and users of their payment systems
through banking institutions. This is done by
analyzing threats to the interbank periphery
of payment systems, anticipating deviations
from expected results, and introducing Fintex-
innovations that optimize payment portfolios with
maximum threat protection. These innovations
address credit, operational, liquidity, technological,
and informational threats in the SEP of NBU’s space
(Nehrey et al. 2022).

Thus, The National Bank of Ukraine preparation for
a cyber-attack in 2022 stabilized the functioning of
the SEP, limiting the risks of settlement operations
for participants and users of payment systems, both
domestically and internationally. This was crucial
for preserving the liquidity of Ukrainian banks and
maintaining the country’s currency capital. Despite
the ongoing war, innovative banking services for
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individuals and legal entities were fully restored,
and the SEP processed an average of 1.4 million
payments worth 10.3 billion EUR daily. However,
the SEP has the potential to process ten times more
documents daily than in the current war period,
according to the National Bank of Ukraine (2022).

In 2022, the National Bank of Ukraine implemented
a more flexible security policy which included
measures such as key management, remote access
and use of cloud systems. Despite threats from
DDoS-attacks and encryption viruses, there were
no security breaches in the System of Electronic
Payment. However, the use of cloud technology
requires a certain level of maturity from their
providers, and Ukrainian legislation is not fully
harmonized with cloud service providers (The
Network Readiness Index, 2019). The NBU
recommends the use of cloud technology by
banking institutions, but emphasizes the importance
of being responsible and complying with financial
monitoring and information disclosure regulations.
The most popular banking services from 2020-
2022 were payment cards, QR-payments, internet
banking and mobile banking, with averages of 83%,
81%, 74% and 53% respectively (National Bank of
Ukraine, 2022; National Cyber Security Index, 2022;
World Development Indicators, 2022).

Thus, based on the results of the assessment of
the threats to the payment systems of banking
institutions of Ukraine, considering their impact on
the level of cyber security of the SEP NBU, it can
be concluded that in 2022, the most cyber-attacks
were conducted against the payment systems
“Google Pay” and “Monobank”. During the I-IV
quarters of 2022, the level of influence of threats
of these payment systems on the integrated level
of cyber security of the SEP of NBU ranged from
0.516 to 0.235 (payment system “Google Pay”) and
from 0.644 to 0.131 (payment system “Monobank”),
which is due to the high level of cyber-attacks on
credit and deposit security information resources
(from 0.504 to 0.22 in payment system “Google
Pay” and from 0.637 to 0.1 in payment system
“Monobank”), a high level of fraud in money
transfer information resources (from 0.608 to 0.15
in payment system “Google Pay” and from 0.647
to 0.134 in payment system “Monobank”), as well
as threats to the information security of payment
systems in general (from 0.644 to 0.329 in payment
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system “Google Pay” and from 0.645 to 0.143 in
payment system “Monobank”).

A high level of threats of cyber attacks was observed
on the national payment system “Prostir”, in
particular, in the I-II quarter of 2022 — from 0.301
to 0.104(threat level to credit and deposit security),
from 348 to 0.25 (threat level to money transfers),
from 0.326 to 0.214 (threat level of QR-payments),
as well as in the I-IV quarters of 2022 — from 0.421
to 0.301 (level of information security threats)
technological and information security. Such
dynamics provoked the blocking of payments
through the “Prostir” payment system, which
lowered the cyber security level of the SEP of NBU
from 0.301 to 0.122, respectively.

Thus, to measure the securitization of payment
portfolios and protection of active information
resources for various banks, the primary threat for
JSC “Ukrgasbank” and JSC “Ukreximbank” is cyber
attacks on Fintex-innovations, money transfers, and
QR-payments. For JSC “Oschadbank” and JSC CB
“Privatbank” it is pricing policies affecting active
information resources of Fintex-innovations. The
level of securitization and protection of payment
portfolios and active information resources can
be calculated using a formula, which considers
the measures taken to ensure cyber security in the
SEP of NBU, particularly in Fintex-innovations
(Yehorycheva, 2011):

RL

(PC+LC)’ -

I fsppB

where, [./SPPB — the level of securitization of
the payment portfolio and protection of active
information resources of the banking institution
to ensure the cyber security of the SEP of NBU,
taking into account Fintex-innovations; RL -
recovered loss in the field of Fintex-innovation
in the event of a cyber-attack on information
resources; PC — preventive costs incurred by the
bank in the field of Fintex-innovation to protect
information resources in the event of a cyber
attack; LC - liquidation costs incurred by the bank
in the field of Fintex-innovation in the event of a
cyber attack on information resources. The paired
linear regression model, where the mean value of
the dependent variable is considered as a function
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of one independent variable (x), is presented in
formula:

-j>x = f (x) .o (2)
The regression equation is reduced to the estimation
of its parameters. For this, the method of least squares
was used, that allows for obtaining parameters in

which the sum of squares of the deviations of the
actual values of the resulting characteristic () from

the theoretical ones (_) is minimal. The closeness
of the connection of the studied phenomena is
estimated by the linear pair correlation coefficient
(r,) for linear regression (-1<1):

cov(x, )
xy =
0.0,

.(3)

where, cov(x,y) — is the covariance of signs x and y,
respectively; 0, 0 — variances x and y.

Thus, the cyber security level of NBU’s System of
Electronic Payment relies on the “current level of
SPPB” of JSC CB “Privatbank”. Securitizing the
payment portfolio of the state banking institution
can protect the pricing of services and maintain
information resource activity against credit security
threats. This also considers the costs associated with
restoring Fintex-products following a cyber-attack.
The process of “management of SPPB” focuses on
managing the price policy of information resources
of credit security with the coordination of the
cost mechanism of the digitalization of Fintex-
innovations, preventing a cyber attack on Fintex-
products, and thus, allows for stabilizing the level
of cyber security of the SEP of NBU.

The study identified JSC CB “Privatbank” as the
reference state bank with the best combination
of securitization of the payment portfolio and
protection of active information resources while
meeting requirements in areas such as “current
level of SPPB”, “management of SPPB”, and “level
of awareness of SPPB”. The model developed
in the study uses mathematical descriptions of
components and functions to calculate the level of
cyber security of the System of Electronic Payment of
NBU, reflecting the essential properties of protecting
Fintex-innovation information resources in case of
cyber-attacks. The study also found a correlation
between the increasing indicator of SPPB of JSC
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CB “Privatbank” and the level of cyber security
of the National Security Service of NBU, with
graphs illustrating the intensity of the relationship.
(Formulae (30-32) (ISO/IEC 27001, 2022).

DISCUSSION

The issue of stabilizing cyber security of electronic
payment system of the NBU SEP in the event of
an aggravation of the problem of cyber attacks has
been considered by many scientists in their scientific
works. In particular, the article by A. Bahuguna et
al. (2020) focuses on the country-level cyber security
posture assessment and analyzes the practices
involved in this process. The authors emphasize
the need for a collaborative and coordinated
effort between government agencies, private
sector organizations, and international partners to
effectively assess and improve a country’s cyber
security posture. The proposed framework could
serve as a useful tool for policymakers and cyber
security practitioners to identify areas of strength
and weakness in a country’s cyber security posture
and develop appropriate strategies to address them.

The group of scientists T.M. Eisenbach et al. (2022)
develop this proposal. They highlight the need for
financial institutions and regulators to continue
to invest in cyber security measures and improve
their ability to detect and respond to cyber threats.
The article provides a pre-mortem analysis of the
potential consequences of a systemic cyber attack
on the financial system of the United States, using
a combination of scenario analysis and stress
testing. The authors consider various scenarios,
such as a disruption of the payment system, a
loss of confidence in financial institutions, and a
widespread data breach. The described experience
may be used in developing recommendations for
avoiding cyber attacks on the banking system of
Ukraine.

In turn, A. Javed et al. (2022) in their article propose
to develop a real-time cyber attack forecasting
model using security analytics. The authors suggest
a framework that incorporates different types of
data sources, including network traffic data and
cyber threat intelligence, to predict future cyber
attacks. The study finds that it can provide a more
accurate and efficient approach to early detection
and response to cyber threats. The security analytics
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could play a significant role in predicting and
preventing cyber attacks, especially when used in
real-time.

The article by N.V. Trusova et al. (2021) points on
credit-investment activity of banks in Ukraine, with
a particular emphasis on the impact of financial
globalization, risks, and stabilization. The study
aims to analyze the dynamics and structure of
credit investments in Ukrainian banks, as well as
to identify the factors that affect their stability.
The authors argue that banks need to adopt more
effective risk management strategies to improve
their stability and resilience in the face of changing
market conditions. This idea can be seconded for the
reason that credit investments in Ukrainian banks
have grown significantly over the past few years,
but at the same time, they have become riskier due
to increased competition, reduced interest rates, and
the impact of global economic factors.

In conclusion, various scientific works have
discussed the need for stabilizing the cyber security
of NBU’s SEP in the event of cyber attacks, as
digitalization has increased the complexity and
scope of risks faced by commercial banks. To
mitigate these risks, new and innovative risk
management strategies are necessary.

CONCLUSION

Thus, ensuring the balance of the money supply
should be carried out on the basis of the effective use
of tools for the protection of information resources
in the electronic payment system, by strengthening
in the monetary policy of banking institutions the
security of money transfers, the cost of services
for Fintex-products that simplify QR-payments for
participants and users of payment systems. One
of the tools that the SEP participants can use as
a factor in the formation of a moderate structural
deficit of liquidity in banking institutions to control
cyber-attacks on payment systems is the monetary
regulator of mandatory requirements. It provides
for improvement of the SEP of NBU criteria by
differentiating the amount of reserve money in the
bank deposits by target orientation; reducing the
amount of required reserves by the amount of long-
term investment loans provided at the expense of
self-generated resources, the amount of purchased
of Interior State bond loans (ISBL) and deposit
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certificates of the NBU; introduction of accrual
and payment of interest on the amount of required
reserves in the payment portfolio of banking
institutions in order to increase the efficiency of
payments and transfers of the participants of the
SEP of NBU.

At the same time, this tool in the monetary and
credit regulation of banking institutions does not
belong to the number of operational ones, but is
used only in the conditions of the occurrence of
systemic and structural disproportions and the
instability of the functioning of the information
resources of the banking sector in the event of the
threat of a cyber-attack on new payment systems.
Therefore, it is expedient to transform this tool
of monetary influence from the list of tools for
the operational functioning of the SEP of NBU to
the category of tools for long-term and structural
influence on strengthening protection against
threats of macro-financial destabilization in the
payment system.
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